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Abstract
Control of Cybercrime: The English Law Approach

This research paper is an analytical legal study on crimes committed via the internet and
other computer networks in English law. The United Kingdom issued the "Computer
Misuse Act 1990". wich came into force on 29 August 1990. The Act has created three new
offences, and deals with some of the difficult questions created by advances in information
technology. This rescarch deals only with the substantive changes wrought in the criminal
Iaw by the Act. It also reviews case law, and highlights the response of the courts to the
new Act. This rescarch study was chosen for two reasons. First, United Kingdom is one of
the foremost countries in which the legal system is suitably prepared for fighling
cybercrime. Moreover, the Computer Misuse Act 1990 provisions have been adopted by
other jurisdictions. Secondly, the Computer Misuse Act 1990 does go considerable way in
providing an effective and adequatc Jegislative framework to deal with this form of
criminal activity, This was reflected by an extensive case law.

This study highlights computer and information technology crime, and explores
criminal acts conducted and committed through computers and Inlernct. In erder to address
these issues, the research paper will consider comparative laws, specially the, English law.
The aim of this approach is to explore new directions of thinking and to look abroad in
order to fearn about better ways of preventing and combating cyber crime. It is very
important to look at what other legal systems have done to fight such crimes. From the
analysis, onc main concluding point seem to be most evideat. Control of Cyber crime
legislation, similar to English law, should be enacted by the Jordanian legislature. This
legislation should be kept up to datc with technological changes, especially with the current
rapid development of technology.
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(1} Section (1) of the Computer Misuse Act provides that "(13 A person is guilly of an offence ift (2) he canses
a computer Lo perform any funclion with intent to sccure access to any program or data held in any
compuler; (b) the access he intends to secure is unauthorized; and {c) he knows at the time when he causes
the computer to perform the function that his is the case. (2) The intent a person has to have to commit the
offence under this section necd not be directed al: (a) any particular program or data; (b) a program or data
of any particular kind; or (¢) a program or data held in any particular computer. (3) A person guilty of an
offence under this scetion shall on sunumary conviction be Hable to imprisonment for a lerm not exceeding
six months ot to a fine not exceeding level five on the standard scale or to both".

{2) Sce, Peter Alidridge, "Cormputer Misuse Act 1990" International Banking Law 1990, (916, 335 - 342,
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(1) See, Pcter Alldridge, "Computer Misuse Act 1990" International Banking Law 1990,( 9) 6, 339.

(2} E. Susan Singleton, "Computer Misuse Act 1990 — Recent Developments" 1993 Company Lawyer
14 (1), 22— 23.

(3) See Orin 8. Kerr, "Cybercrime's Scope: Interpreting "Access" and "Authorization” in Computer Misuse
Statutes', 78 New York University Law Review (2003), 1596,

(4) Mary W.5. Wong, "Cyber-Trespass and "Unauthorized Access’ as Legal Mechanisms of Access Control:
Lossons from the US Experience"15 International Journals of Law and Information Technology 2007,
90 at 119, :
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(1) 35 Unauthorized access to computer material
- In the Computer Misuse Act 1990{c - 18) (“the 1990 Act™), section 1 (offence of unauthorized access to
computer material) is amended as follows.
- In subsection —
(a) in paragraph (a), after “any computer” there is inserted “, or to cnable any such access te be secured™;
(b) in paragraph (b), after “secure” there is inscrted “, or to enable to be secured,”.
- For subsection - there is substituted—
*“- A person guilty of an offence under this section shall be liable—
(a) on summary conviction in England and Wales, to imprisojuncnt for a term not exceeding 12 months or
to a fine not excecding the statutory maximum or to both;
(b} on summary conviction in Scotland, to imprisonment for a term not exceeding six months or to a fine
not exceeding the statutory maximum or to both;
{c) on conviction on indictment, to imprisonment for 4 term not exceeding two years or to a fine or to both.”
(2) The Buropean Union Framework Decision on Attacks Against Information Systeins, adopted by the
European Union and Justice and Home Office Affairs Council of Ministers on 24 February 2005,
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(2) Bection (2) of the Computer Misuse Act provides that " (1) A person is guilly of an offence(1) A person is guilty of an

offence under this section if hc commits an offence under s 1 above ("the unauthorized access offence”) with intent:

(a} to commit an offence to which this section applies; or

(b) to facilitate the commission of such an offence (whether by himself or another person); and the offence he intends to
commit or facilitate is referred to below in this section as the further offence.

(2) This scction applies to offences:
{a) for which the penalty is fixed by law; or

{b} for which a person of fwenty-one ycars of age or over {not previously convicted) may be sentenced fo
imprisonment for a term of five years (or, in England and Wales, might be so sentenced but for the restrictions imposed
by 8 33 of the Magistrates’ Courts Act 1980).

(3) 1t is immaterial for the purposcs of this section whether the further offence is to be comnitted on the same occasion
a3 the unauthorized access offence or on any future oceasion.

(4) A person may be guilty of an offence under this section even though the facts are such that the commission of the
further offence is impossible",

(3} Peter Alldridge, "Computer Misuse Act 1990", International Banking Law 1990,{ 9) 6, 340,
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(1) Law Commission, LC No 186, paras 3.52—-3.53.

(2} Peter Alldridge, "Computer Misuse Act 1990", International Banking Law 1990,( 9} 6, 340.
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{1} Scction (V) of the Computer misuse Act 1990 provides that "(1) A person is guilty of an offence if:

(a} he docs any act which causes un unauthorised modification of the conlents of any computer; and
(b} at any time when he does the act he has the requisite intent and the requisite knowledge.
(2) For the purposes of subscction {1){b) above the requisite intent is an intent 1o cause a modification of
the conlents of any computer and by so doing:

{a) to impair the operation of any computer;

{b) 10 prevent or hinder access to any program or data held in any computer; or

{¢) to impair the operation of any such program or the reliability of any such data.
(3) Tie inlent need net be divected at:

{a) any particular computer;

(b) any particular program or data or a program or datu of any particular kind; or

{c) any particular modification or a modification of any particular kind.
(4) For the purposcs of subscetion (1}b) above the requisile knowledge is knowledge that any
modification he intends Lo cause is unauthorized.
(5) It is immaterial for the purposcs of this section whether an unanthorized modification or any intended
effect of it of a kind mentioned in subsection (2} above is, or is intended to be, permanent or merely
temporary.
(6) Vor the purposcs of the Criminal Damage Act 1971 a modification of the contents of a computer shall
not be regarded as damaging any computer or computer storage medium unless jts cffect on that
computer or computer storage medivm impairs its physical condition”.

(2) Law Conunission, LC No. 186, para. 3.63.
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(1) Yaman Akdeniz, "Section 3 of the Computer Misuse Act 1990: an Antidote for computer Viruses™ [1990]
3 Web Journal of Current Legal Issues.

(2) Yaman Akdeniz, "Section 3 of the Computer Misuse Act 1990: an Antidote for computer Viruses" [1996]
3 Web Journal of Current Legal Issues.
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{1) See: www.theregister.co.uk/2006/11/22Z/cma_cpild_ban_security_tools/print.himl.
(2) (1992) 3 WLR 432 (CA).
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(1) Gringras, C., To Be Great is To Be Misunderstood: The Computer Misuse Act 1990, "Computer and
Telecommunications Law Review, 1997 3(5), 214,

(2 Michac] Colvin, MP,, ITansard H.C, Vol. 166, Coluinn 1134,

(3) DT, Deajing with Computer Misuse, HMS0O, 1992, para, 223.

() E. Susan singleton, "Computer Misuse Act 1990 — Recent Developments” 1993 Company Lawyer
14 (1}, 22—~ 23; Clive Gringras, "Te Be Great is to be Misunderstood: The Computer Misuse Act 1990" 1997
Computer and Telecommunications Law Review, 3 (5}, 213~ 215,
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